
 
 
 
 
 

Ōtorohanga District Council 
 

Risk & Assurance Committee 
 
 

AGENDA 
 

23 March 2021  
11AM 

 
 

 
 

Members of the  Ōtorohanga District Council Risk & Assurance Committee. 
 
 

Mr. B Robertson (Independent Chair)  
His Worship the Mayor MM Baxter 

Councillor RA Klos 
Councillor K Jeffries 

Councillor A Williams 
 

Meeting Secretary: Mr CA Tutty (Governance Supervisor) 
  



TERMS OF REFERENCE FOR THE 

ŌTOROHANGA DISTRICT COUNCIL RISK AND ASSURANCE COMMITTEE 

FOR THE 2019-22 TRIENNIUM 

1. ESTABLISHMENT 
 

This document establishes the responsibilities and explains the role of the Risk and Assurance Committee 
within Council. 

 
2. OBJECTIVES 

 
The general objective of the Risk and Assurance Committee is to assist and advise the Ōtorohanga District 
Council in its responsibility and ownership for risk management, Councils control and compliance framework, 
and its external accountability and responsibilities. 
 
Specific objectives are to: 

 Recommend to Council an appropriate risk management strategy and monitor the effectiveness of 
that strategy, including the advancement of any projects or programmes of work focussing on the 
appropriate management of risk. 

 

 Monitor the Council’s audit process and the resolution of any issues that are raised. 
 

 Assist in any investigation of potentially inappropriate actions by Council staff or elected members, 
specifically any allegations of fraudulent activity, bribery or corruption. 

 

 Monitor compliance with laws and regulations 
 

 Oversee the preparation of and review key formal external accountability documents such as the 
Long-Term Plan, Annual Plan and the Annual Report in order to provide advice and recommendation 
in respect to the integrity and appropriateness of the documents and disclosures made. 

 

 Provide a forum for communication between management, auditors and the governance level of 
Council specifically on matters relating to risk and assurance. 

 

 Ensure the independence and effectiveness of Council’s internal audit process. 
 

 Monitor existing corporate policies and recommend new corporate policies to prohibit unethical, 
questionable or illegal activities 

 

 Support measures to improve management performance and internal controls 

  



3. MEMBERSHIP 
 
The committee will be appointed by resolution and shall comprise of no greater than four members including His 
Worship the Mayor as an ex-officio member with full membership and voting rights. 
To perform their role effectively, each Committee member must develop and maintain their skills and knowledge, 
including an understanding of the committee’s responsibilities, and of the Council’s business, operations and risks.  
The Chair of the Committee shall be an external appointee. 
The Chief Executive, Group Manager Corporate and Finance Manager shall attend all meetings in a key advisory 
capacity but are not members and have no voting rights. Other Council officers may be required to attend the 
Committee meetings as required. 
Members will be appointed at the commencement of each triennium term of Council. 
 

4. RESPONSIBILITIES 
 

Audit and External Accountability 
 

 Engage with Council’s auditors regarding the audit work programme and agree the terms and 
arrangements of the audit. 

 

 Oversee the preparation of and review key formal external accountability documents such as the Long-
term Plan and the Annual Report in order to provide advice and recommendation to Council in respect of 
the appropriateness of the documents and disclosures made. 
 

 To recommend the adoption of the Annual Report and the approval of the Summary Annual Report to 
Council. 
 

 Review of the effectiveness of the annual audit and Long-term Plan audit 
 

 Monitor management response to audit reports and the extent to which audit recommendations 
concerning internal accounting controls and other matters are implemented. 
 

Risk Management 
 

 Review the risk management framework, and associated strategy policy and procedure to ensure they are 
current, comprehensive and appropriate for effective identification and management of Council’s financial 
and business risk, including fraud. 

 

 Assist Council with determining ‘risk appetite’ 
 

 Review the effectiveness of Council’s risk management framework and internal control systems 
 

 Review risk management reporting on a quarterly basis 
 

Other Matters 
 

 Review the effectiveness of the system for monitoring Council’s compliance with relevant laws, regulations 
and associated government policies. 

 

 Review the systems and processes that Council has in place to prevent fraud, bribery and corruption, and 
assist in any investigations related to these matters 
 

 Review whether a sound and effective approach has been followed in establishing Council’s business 
continuity planning arrangements 
 

 Review the development of the financial strategy and the infrastructure strategy as required by the long-
term plan 
 



 Engage with auditors on any specific one-off audit assignments 
 

 Consider matters referred to the committee by the Chief Executive, Council or other Council committees 
 

 
5. MEETINGS, RECORDS AND REPORTING STRUCTURE 

 

 The committee will meet at least four times in each financial year 
 

 The Group Manager Corporate will be responsible for the preparation of the meeting agendas and will 
oversee the preparation of any reports for the committee and the minutes of the committee meetings 
 

 A quorum consists of two members 
 

 A report of the key matters of discussion of each meeting of the Committee will be made to the next 
Council meeting and accompanied by the draft minutes of the meeting 
 

DELEGATIONS 
 
The committee has no decision making powers other than those in these terms of reference 
 
The Committee may request expert advice through the Chief Executive where necessary. Should there be a financial 
implication beyond the approved budgets and/or delegations of the Chief Executive a recommendation will go from 
the Committee to Council for specific resources. 
 
The committee has delegated authority to: 
 

 Receive and consider audit reports. 
 

 Receive and consider staff reports on audit, internal control and risk management related matters 
 

 Make recommendations to Council on financial, internal control and risk management policy and 
procedure matters as appropriate 
 

 To approve the Auditors engagement and arrangement letters 
 

 To deal with any other matter requested of the Committee by Council or any of its other Committees 
 

 
6. REVIEW OF TERMS OF REFERENCE 

 
These Terms of Reference will be confirmed by Council at the commencement of every Triennium after 
consideration of any recommendation made by the Committee in regard to proposed changes or refocus. 
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ŌTOROHANGA DISTRICT COUNCIL 
RISK & ASSURANCE COMMITTEE 

23 March 2021 

 

Notice is hereby given that an ordinary meeting of the Ōtorohanga District Council Risk and Assurance Committee 
will be held at St. David’s Community Hall, Cnr Ranfurly & Turongo Streets, Ōtorohanga on 23 March 2021 
commencing at 11am.  
 
 

 

AGENDA 

 
   ORDER OF BUSINESS: 

 
   PAGE 

  

PRESENT 1 

IN ATTENDANCE 1 

DECLARATION OF INTEREST 1 

CONFIRMATION OF MINUTES  RISK & ASSURANCE COMMITTEE 14 DECEMBER 2020 1 

 1 

REPORTS  

ITEM 11    OUTSTANDING MANAGEMENT LETTER POINTS 2019/20 ANNUAL REPORT 1 

ITEM 12 2020/21 ANNUAL REPORT TIMETABLE AND AUDIT PLAN 11 

ITEM 13  2021-31 LONG TERM PLAN TIMETABLE AND PROGRESS REPORT 13 
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ITEM 11 OUTSTANDING MANAGEMENT LETTER POINTS 2019/20 ANNUAL REPORT  

TO: RISK AND ASSURANCE COMMITTEE 
 ŌTOROHANGA DISTRICT COUNCIL 

FROM: GROUP MANAGER CORPORATE 

DATE: 23 MARCH 2021 

 

Relevant Community Outcomes 

 Foster an involved and engaged Community 
 

Executive Summary 

This report updates the Committee on the actions and status of actions that arose from the 2019/20 Annual Report audit. 

Recommendation 

It is recommended that: 
 

The Audit Management Letter and status update for the 30/6/20 Annual Report be received. 
 

Discussion 

As part of the audit of the 30/6/20 Annual report, our auditors issue an opinion and also raise management report 
recommendations on items that require further action. This report provides managements response to those recommendations 
and the latest update on the status of the follow-up action. 

  
 
Graham Bunn 
GROUP MANAGER CORPORATE 
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Priority Legend 
Priority of finding is critical to the business and should be addressed as soon as possible 
Priority of finding is moderate. We recommend these are addressed within the next year 
Priority of finding is low. Management should consider implementing these over a reasonable timeframe 

 

Matter Observation Recommendation Ōtorohanga Response Deloitte 
Priority 

Progress  
as at 12/3/2021 

Finding re-raised from last year 
Fixed asset register 
format 

The fixed asset register used is excel 
based and is only updated on an annual 
basis with depreciation determined at 
year end.  
Updating annually may lead to a risk of 
all items not being captured or entered 
as acquired or disposed of at the wrong 
dates, leading to incorrect depreciation 
amounts being calculated. 

We recommend investigating in a 
process or system that is capable of 
handling the significant asset 
portfolio held by Council and 
updated on a more regular basis, 
such as monthly. 

Management is currently in the 
process of training staff in the 
use of MagiQ Assets and 
AssetFinda to record asset 
related information. Also, we 
are currently planning to link 
AssetFinda and MagiQ Assets in 
the 2020/2021 period  to be 
able to run monthly reporting. 

 MagiQ Assets has been installed, 
and staff are currently rolling 
through the process of inputting 
2019/20 additions and disposals to 
reconcile this prior to rolling into 
the current year. This process 
should be completed by the end of 
March, with April-June being used 
to record current year 
movements. 

Review of 
exception reports 

We understand that a maintenance 
report is now being run on a regular 
basis which outlines all changes that 
have been made to the supplier, 
debtor and rates master files. 
However, we identified that this 
exception report is not reviewed. 
This could lead to changes such as bank 
account details being made incorrectly 
throughout the system, and could pose 
a potential fraud risk. 

We recommend the exception 
reports are reviewed by the Finance 
and Administration Manager, or a 
staff member independent to the 
supplier master file process.  
A timely review of this report will 
help ensure that changes being made 
are appropriate. 

Management acknowledges 
that this has not been getting 
done and will put processes in 
place to ensure that this is 
reviewed in the future. 

 Due to staffing changes, the 
Finance team is currently in the 
process of reviewing all processes 
and reallocating tasks where 
necessary, and the review of these 
reports is included in this review.  

Utilisation of asset 
addition forms 

We identified that fixed asset additions 
forms are used but only for a small 
series of additions during the year. 
This may pose a risk of additions being 
made to the fixed asset register or 
general ledger at the incorrect 
capitalisation date, without 
appropriate approval or with an 
inappropriate depreciation rate. 

We recommend that all capital items 
should have a capital form to 
evidence approval of addition and to 
provide sufficient information for the 
purposes of recognising into the sub-
ledger. 

Management is planning on 
implementing training in the 
upcoming financial year when 
the new MagiQ  Assets system 
is implemented that will 
standardise the addition and 
disposal process that will 
require documentation filled 
out. 

 Once the MagiQ Assets system has 
been fully implemented, the 
processes around the use of 
addition and disposal forms will be 
developed. The current intention 
is to get the forms and the process 
developed in time for them to be 
in use from 1 July 2021. 

Reporting on 
covenants 

During our testing of borrowings we 
observed that no reporting is 

We recommend that management 
implement a process that provides 

 Management has 
acknowledged this suggestion 
and has already added this 

 A report on compliance with 
convenants will be done for the 
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conducted in regards to compliance 
with the established LGFA covenants.  
It is considered best practice to 
calculate and report on matters such as 
covenants to those charged with 
governance to ensure they are 
informed around matters which have 
legal requirements.  

formal reporting to those charged 
with governance on a regular basis.  

reporting requirement 
compliance with covenants to 
the audit and risk committee to 
the working plan 

June 2021 Risk & Assurance 
committee meeting. 

Classification of 
bonds 

During our testing of bond deposits we 
identified that there were several 
bonds still classified as a bond liability 
that were paid over 15 years ago. 

We recommend that a review should 
be conducted on all aging bond 
deposits held to determine if a 
reclassification to revenue should or 
should not be applied. 

Management has 
acknowledged that several 
bonds are very old. 
Management prefers to 
recognise the potential liability 
of repayment should this be 
requested or they gain the 
consent or compliance initially 
bonded for. 

 A review of the bond account will 
be undertaken in preparation for 
the end of year process, in May 
2021, to ensure that those 
recorded still have a valid reason 
to be held, and to refund any that 
should be refunded. 

Review of debtors 
and recoverability 

Similarly to last year, there is no 
assessment across all debtors for their 
recoverability and whether they were 
doubtful, other than for Maori land 
rates and certain Kawhia ratepayers. 
We understand that some were 
significantly aged or had already been 
referred to a collection agency but 
typically would be held and written off 
after six years. However these factors 
indicate that it is doubtful they will be 
recovered and should be provided for. 
In addition, while there is a policy in 
place for writing off debtors, there is 
no policy for assessing and providing 
for debtors which may be doubtful.  
These pose a risk that debtor balances 
could be overstated by unrecoverable 
debtor balances. 

We recommend: 
• a detail review on debtor 

accounts at year end to 
assess the recoverability of 
debtor balances and 
provide for as appropriate. 

• A policy or guidelines are 
established to provide 
criteria for assessing 
whether a debtor is 
doubtful and for including 
in the calculation for the 
provision of doubtful 
debtors. This ensures a 
more accurate and 
consistent calculation is 
recognised each year.  

For the purposes of the 2020 
financial statements, Management 
has subsequently estimated a 
provision for doubtful debts which 
has been included.  

Management agrees with the 
finding, and will work on 
establishing a process and 
policy during the 2020/21 year 
to ensure that going forward 
this is dealt with in a consistent 
manner. 

 Work on developing a policy 
around this is on-going, and a lot 
of work is going on around 
recoverability of debtors. Training 
on the use of the debt 
management system is planned 
for April 2021, to ensure that staff 
are using the system to the best of 
its capabilities. 

Annual impairment 
review 

During our testing of investments held 
by the Council we noted that there was 
no formal impairment review by 
management.  

We recommend that management 
undergo an annual impairment 
review process to assess whether any 
of the investments held by the 
council have been impaired at year 

Agreed  We are looking to undertake an 
impairment review this year. This 
is likely to take place in May, with 
a view to getting presented to the 
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This poses the risk that the investments 
may be impaired or have indicators of 
impairment that have not been 
considered by management. 

end. This process should be prepared 
and subsequently reviewed by 
different levels of management after 
which this should be communicated 
at the Council meeting.  

Risk & Assurance committee at 
their June 2021 meeting. 

Findings new in the current year 
Review of pro-
forma rates 
invoices 

During our understanding of the rating 
process, we observed that there is no 
review performed of the rates entered 
into MagiQ. 
The implication is that incorrect rates 
invoices are not identified and re-
issued in accordance with the 
requirements of the Local Government 
Rating Act 2002.  

We recommend that a review of the 
pro-forma rates to the rates 
approved by Council is performed 
prior to running invoices.  
The review should be by someone 
independent to that inputting them 
and to cover all instances of a rate 
that may be charged to ensure that 
invoices issues are accurate.  

Management agrees with this 
finding, and will put in place a 
process to fill the identified gap 
in the review process of rates 
being loaded into MagiQ. 

 A process has been established to 
ensure this check takes place, and 
is included in the processes being 
reviewed by the Finance Team. A 
review of the current year factors 
loaded has been undertaken by 
someone independent and has 
found no issues in the 2020/21 
financial year. 

Journal review We identified several instances of 
journal entries that were not reviewed 
during the year.  
A lack of review increases the risk that 
incorrect or fictitious journals are 
posted without detection.  

We recommend that all journals are 
reviewed by a person independent to 
the poster. Where the appropriate 
reviewer is not available, an 
alternative person should be in place 
or a subsequent review of journals 
documented to ensure journals are 
appropriate.  

We will ensure that this review 
is undertaken on a regular basis 
and that evidence of this 
review being undertaken is 
included with the original 
journals to address this issue. 

 Journal reviews are being 
undertaken, and evidence of this 
review will be more clearly 
documented on the journals.  

Management 
reporting not 
completed 

We identified that the management 
reports were not completed for the 
March 2020 quarter.  

We recommend that management 
reports are completed for all 
quarters and reviewed by those 
charged with governance.  
While we understand that Covid-19 
was a factor, the event increases the 
need for such reporting to be 
undertaken as Covid-19 increases the 
susceptibility for the  manipulation of 
results.  

We agree that management 
reports should be produced, 
and will ensure that this is done 
going forward. 

 Development of monthly reporting 
to Council is currently underway, 
with a view to rolling this out in 
the 2021/22 financial year. 

Reconciliation 
review 

We observed that the fixed asset 
reconciliations were not reviewed in a 
timely manner (3 months after the 
month it related to).  

We recommend that the 
reconciliation is reviewed 
consistently with the other 
reconciliations to ensure that any 
unreconciling items are investigated 
and resolved.  

With the installation of the 
MagiQ Assets module, we will 
ensure that reconciliations are 
in place and reviewed regularly. 

 Once the MagiQ Assets system has 
been rolled into the current year, 
reconciliations will be done on a 
monthly basis to ensure there are 
no reconciling items. 

Sensitive 
Expenditure 

During our testing of sensitive 
expenditure, we noted the following 
observations:  

• Approval of one instance of a 
Council member’s expense 

We recommend: 
• Council follow its sensitive 

expenditure policy which 
refers to approval of the 
Councillor’s expenditure 

We accept the 
recommendations. Council will 
shortly be adopting new 
sensitive expenditure policies, 
and this will be rolled out and 

 Council adopted the new Sensitive 
Expenditure policies at its 
February 2021 meeting, The roll 
out of these is underway and 
finance staff are reviewing any 
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claim was approved by 
Management when it should 
have been the Mayor; 

• There was an instance of an 
employee approving their 
own expense claim.  

• There is no formal process 
for the review of a number of 
policies (relating to fraud and 
councillors allowance and 
reimbursement). The OAG 
recommend policies to be 
reviewed every three years; 
and 

• One Council member claimed 
using the incorrect mileage 
rate. 

being performed by the 
Mayor or the Chair of the 
Audit and Risk Committee. 

• Reviews of expense claims 
are by a person senior to 
the employee. 

• Council to implement a 
formal review process for 
their policies which should 
be documented and 
evidenced via the council 
minutes which is formally 
reviewed by the CE and 
Mayor.  

• Ensure that only the 
prescribed mileage rate is 
being claimed for and that 
when this rate is amended, 
Ōtorohanga District Council 
ensure they also amend the 
rate they are using 

advised to staff and elected 
members the requirements of 
these policies. 
 

expense claims since they were 
adopted against the new policies 
to ensure compliance. 

Councillors 
remuneration 

We understand that Councillors has 
been paid a higher fee for FY20 than 
set out in the Remuneration Authority 
determination. 

We recommend that fees are 
checked to ensure compliant with 
the current determination fee 
released by the Remuneration 
Authority. 

Agreed. Councillors will be 
informed and plans have been 
discussed with Management to 
ensure the overpayments are 
paid back in FY21. 

 Work has been done in this area 
and agreement reached to recover 
the overpayment. 

Annual leave 
variances 

During our testing of the annual leave 
accrual, we identified that due to 
changes regarding the entitlement 
effective dates, the payroll system 
accrued a higher annual leave for some 
employees compared to their actual 
entitlement. 

We recommend that a check is 
performed, particularly for the year 
end accrual, to ensure that the 
annual leave balance fairly reflects 
employees’ entitlement. 

While the variances related to a 
one off change in entitlement 
date, we accept the 
recommendation and will 
undertake reviews to ensure 
that the balance is a reasonable 
reflection of entitlement. 

 A review of leave balances has 
been undertaken, and any 
variances as a result of the change 
in entitlement dates has been 
corrected. A further review will be 
done in June prior to year end, to 
ensure that there are no variances  

Asset addition date 
in register 

We identified from our asset addition 
testing that the fixed asset register is 
made up of multiple projects/assets 
that are complete at different times. 
However, the addition date used is a 
mid point between projects. The result 
is that depreciation is not being 
accurately recognised.  

We recommend that assets are 
included in the register at an 
individual asset level to allow for 
recording of separate addition dates 
and depreciation. 

We agree with this 
recommendation, and with the 
MagiQ Assets module, adding 
assets individually will be 
undertaken. This will be 
incorporated in the previous 
finding around asset addition 
forms and will form part of the 
procedures that will be 
developed around the use of 
the system. 

 Asset additions for the 2020/21 
year will be added individually into 
MagiQ Assets. Work will be done 
to ensure processes are in place 
with regards to infrastructural 
assets so that asset managers 
inform Finance when a project is 
completed and can be capitalised. 
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Supplier statement 
review 

We observed that a process is in place 
to reconcile supplier statements to the 
GL when they are received; however 
this process is not reviewed.  

We recommend that supplier 
statement reconciliations are 
reviewed by an independent person, 
even at a high level, to ensure the 
judgements made about any supplier 
balances not accounted for are 
explained or investigated 
appropriately.  

We agree with the 
recommendation and will 
ensure that where supplier 
statement are received, these 
are reconciled and reviewed. 

 No work yet undertaken on 
improving this process, however it 
is included on the list of processes 
being reviewed by the Finance 
team. 

Salary increase 
letters 

We identified that copies of the 
variations to staff employment 
agreements were not retained. This is a 
requirement of the Employment 
Relations Act.  

We recommend that future 
variations are maintained on that 
employee’s master file to ensure 
record keeping for legislative 
purposes.  

We agree with the 
recommendation, and changes 
in this area have already been 
made to ensure that records 
are better kept. 

 A process for these letters has 
been implemented, and they are 
being kept securely in our 
document management system. 

Land not included 
in FY2019 valuation 

Through a review of the 2020 land 
valuation we identified three new land 
parcels which were not the result of 
additions to land in the current 
financial year. These land parcels were 
acquired historically and should have 
been included in the 2019 land 
valuation. As at 30 June 2020 these 
land parcels have been recognised 
correctly in the valuation. 

We recommend that management 
complete a detailed review over the 
land parcels included in the valuation 
to ensure the valuation is complete 
and accurate. 

We agree with the 
recommendation. As part of 
the implementation of the 
MagiQ Assets module, we will 
be undertaking a complete 
review of all land information 
to ensure all are included 
within the module. This 
information will be the basis for 
any future revaluations. 

 In April we will be undertaking a 
review of land information held in 
the MagiQ Assets system against 
information held by Land 
Information New Zealand on what 
land Council owns, any 
discrepancies will be investigated 
and resolved as needed. 

Assets capitalised 
to Land 

As part of the review of the valuation 
as at 30 June 2020, it was identified 
that land assets had additions in the 
fixed assets register for the period from 
1 July 2019 to 30 June 2020. However, 
the land area of these assets had not 
changed. We understand this is due to 
small costs being capitalised to land 
which do not represent an additional 
purchase of new land area in the 
financial year. Land is held at fair value 
and as a result this does not misstate 
the land balance as at 30 June 2020. 
This does however understate the 
depreciation expense as land is not 
depreciated. 

We recommend that management 
undertake a detailed review of new 
additions to ensure they are being 
capitalised to the appropriate asset 
class. 

Council will undertake a review 
of new additions as a part of 
our work in improving the fixed 
assets system and processes. 

 All new additions added in the 
2020/21 financial year will be 
separated out where necessary 
into separate assets for fencing 
etc. As part of the valuation of 
land and buildings to 30 June 
2021, work will be done to 
separate out the depreciable 
components of existing assets and 
ensure that they are treated 
separately for the 2021/22 year 
onwards. 

IT Control Observations Re-Raised from the Prior Year 
Review of user 
access to the 
MagiQ application 

We identified that a review of user 
access has not been completed in the 
last 16 months.  

We recommend that management 
consider establishing formal periodic 
reviews of all user accounts.  

We agree and will implement 
regular reviews. Managers 
must give consent to any 
changes. 

 A review of user access is being 
undertaken as a step in the 
process of migrating council to 
Office 365. Once this is 
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Failure to review the appropriateness 
of access rights may mean that 
privileges are no longer valid or are 
beyond a user’s current need. If 
unnecessary access privileges are not 
removed, there is a risk of 
unauthorised access to systems and 
data.  
In addition, where a review to identify 
whether user accounts for employees 
that have left the company has not 
been performed, there is a risk that 
unremoved leavers accounts may be 
compromised by current employees. 

This should include the following 
checks: 

• No user IDs exist for 

members of staff who have 

left the company; and 

• User permissions should be 

appropriate for staff job 

functions. 

We understand that this may be too 
large a review, in which case 
alternatively, we recommend that 
management consider which roles 
with the application are considered 
higher risk and review users only 
with those roles (i.e. do not review 
'View' roles). 

undertaken, then processes 
around regular reviews will be 
developed. 

Segregation of 
duties 

We identified that segregation of 
duties is not monitored and conflicting 
access is neither removed nor mapped 
to mitigating controls for the MagiQ 
application. 
Where segregation of duties has not 
been considered in an application, 
there is a risk that users are granted 
access that extends beyond their 
assigned tasks. This could result in the 
same person performing a conflicting 
function in the system potentially 
leading to fraud or error.  
We noted that the MagiQ application 
has the functionality to segregate 
access appropriately, however this has 
not been utilised yet. 

We recommend that Management 
should take steps to identify 
potential segregation of duties risks 
that could arise in the MagiQ 
application.  
Following this, management should 
ensure that: 

• roles are designed in a 
manner that does not grant 
the same user access to 
conflicting functions; and  

Users are not granted access to two 
or more roles that breach 
segregation of duties principles. 
Where duties cannot be segregated, 
mitigating controls should be put in 
place to reduce the risk of control 
weaknesses. 

Council has implemented a 
cloud based version of MagiQ, 
and as part of this 
implementation are 
undertaking a review of all 
access rights, and ensuring that 
sufficient segregation of duties 
are implemented, with 
mitigating controls designed in 
situations where that is not 
possible. 

 While an initial review was 
undertaken of access rights, no 
further work on implementing the 
roles defined by this review have 
been undertaken yet. 

Users with access 
to amend the 
source code 

The vendor MagiQ confirmed that 
users with 'Shell' access have the ability 
to change the source code of the 
application. The vendor did not provide 
this evidence in a timely manner for 
the users to be reviewed for 
appropriateness. 

We recommend that management 
review all users with 'Shell' access to 
confirm if they are appropriate to 
have the ability to change the source 
code of the application. 

With the implementation of the 
cloud based version of MagiQ, 
‘Shell’ access has been 
removed from Council staff 
completely, with only MagiQ 
Software staff having access to 

 Resolved. No Council staff have 
access to the source code as a 
result of the move to MagiQ Cloud 
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Where inappropriate users have access 
to the source code of an application, 
this increases the risk that 
unauthorized changes are 
implemented and erroneous or 
fraudulent code is migrated into the 
production environment. 

make any changes to the 
source code. 

Appropriateness of 
privileged-level 
access 

We identified the following 
observations: 

• There were accounts in 
Windows AD that no longer 
required administrator access 
or the purpose of the 
accounts were not known.  

• The wheel group, and all its 
members, have 
administrative access to the 
Centos server (Unix (Centos) 
Operating System). We were 
not able to obtain a list of 
users to determine their 
appropriateness.  

Where users have access rights greater 
than those required to complete their 
job responsibilities, there is an 
increased risk that data integrity and 
accuracy will be compromised. 

We recommend: 
• Accounts that no longer 

require Windows AD 
privileged access be 
removed. 

• System accounts for which 
the purpose is not known 
be investigated and 
removed, as applicable. 

• All users in the "wheel" 
group are reviewed and 
removed if it is determined 
that their access is not 
required. 

Council obtain a list of all users with 
privileged access to the Centos server 
and remove accounts that do not 
require this access. The passwords to 
system accounts should only be 
known by the IT team and the vendor 
MagiQ. 

Accounts which no longer 
require access to Windows AD 
and MySQL Database have 
been removed. 
The wheel group is for people 
using a mouse so this is 
required. This is a standard 
Linux group. 

 Access has been removed where 
appropriate. As part of the 
migration to Office 365 all the 
access rights will be reviewed. 

Formal change 
management 
process  

We made the following observations: 
MagiQ Application/ Unix (Centos) 
Operating System 
The Council does not have a formalised 
change management process whereby 
if UAT is not required, evidence should 
be captured in the SoW that testing will 
be undertaken by the vendor 
themselves. 
MySQL Database 
There is no logging enabled on the 
MySQL Database. As such, direct 
changes to the MySQL Database could 
not be confirmed. 
Without formal documentation of 
testing, there is a risk that delivered 

We recommend: 
MagiQ Application/ Unix (Centos) 
Operating System 
Management ensure that testing is 
performed over changes before they 
pushed to the live production 
environment. Evidence of this testing 
(either undertaken by the vendor or 
UAT) should be retained. If testing is 
not required, the justification for this 
should also be documented for audit 
trail purposes. 
MySQL Database 
Management should ensure that 
there is a population of direct 
database changes available for audit 

Management will ensure that 
documentation of testing is 
improved, to provide better 
evidence of this testing being 
undertaken. Discussion with 
MagiQ around their testing 
documentation has been 
undertaken. 

 Discussion with MagiQ around 
change management have been 
taking place, and this process will 
be reviewed and tested as part of 
a planned MagiQ Cloud upgrade in 
April 2021. 
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changes do not meet user expectations 
or management’s intentions. If change 
requests are not formally logged and 
reviewed there is a risk that new 
developments may conflict with 
changes in progress or that changes 
made are not of a sufficient quality and 
reliability. 

trail purposes. This could be through 
helpdesk system tickets or enabling 
logging at the database level. 

Privileged “root” 
account 

The privileged "root" account has 
system administrator privileges and is 
used by members of the IT team and 
the vendor MagiQ to conduct 
maintenance and monitoring. This 
allows users to perform any action 
within the operating system. This is a 
shared account and as such, no 
accountability exists. 
Generic user IDs that are used by more 
than one person reduce the 
accountability for actions performed, 
since such actions can be difficult to 
trace to a specific user. This increases 
the potential risk of erroneous or 
fraudulent transactions being entered 
to the system. 

We recommend that management 
consider reviewing which users 
require administrator access to the 
CentOS server. Individual 
administrator level accounts should 
be set up for these users, instead of 
the shared use of the "root" account. 

With the implementation of the 
cloud based version of MagiQ, 
‘Root’ access has been 
removed from Council staff 
completely, with only MagiQ 
Software staff having access to 
root functions. 

 Resolved. Root access is no longer 
available to any Council staff due 
to the move the MagiQ Cloud. 

Improve password 
settings 

We made the following observations: 
Unix (Centos) OS 
The maximum password age is set to a 
value of 99999 days which is greater 
than the leading practice 
recommended value of 30 to 90 days. 
Furthermore, the password history and 
complexity of passwords have not been 
defined on the Centos server.  
MySQL Database 
There are no password parameters 
configured at the Database level. 
Weaknesses in password 
configurations reduce the overall 
effectiveness of other security controls 
that are already implemented. Where 
password parameters are not 
adequate, unauthorised access may 
occur and may result in loss or 

We recommend: 
Unix (Centos) OS 
Management consider reviewing the 
password configurations on the 
CentOS server and consider the 
following best practice parameters:  

• Password complexity - 
enabled;  

• Password history – 10; and  
• Maximum password age - 

30 to 90 days. 
MySQL Database 
Management consider reviewing the 
password configurations on MySQL 
Database and give consideration to 
enhancing system security per the 
following recommendations: 

• Passwords should  have a 
minimum of six characters; 

We have single sign on 
managed through AD. 
Password complexity is set 
through Windows AD. 
Minimum 8 characters, 3 out of 
4 have to be upper or 
lowercase, symbols and 
numbers. 
With the move to the cloud 
based version of MagiQ, 2 
factor authentication is being 
used, as well as more stringent 
password complexity 
requirements. 

 Resolved. MagiQ Cloud now 
requires two-factor authentication 
to access. Access to Microsoft 
systems is based on Windows 
Active Directory settings as 
explained in managements 
response. 
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substitution of data, programs and 
output, or malicious damage to the 
computer systems. 

• Password complexity 
requirements should be 
enforced (1 uppercase, 1 
lowercase, 1 special 
character); 

• Password changes should 
be enforced after 60 -90 
days; 

• A history of the previous 
ten passwords should be 
kept and users should be 
prevented from changing 
their passwords to one on 
this list; 

• The lockout threshold 
should be set to three 
invalid login attempts; and 

The lockout threshold should be set 
to three invalid login attempts. 
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ITEM 12 2020/21 ANNUAL REPORT TIMETABLE AND AUDIT PLAN  

TO: RISK AND ASSURANCE COMMITTEE 
 ŌTOROHANGA DISTRICT COUNCIL 

FROM: GROUP MANAGER CORPORATE 

DATE: 23 MARCH 2021 

 

Relevant Community Outcomes 

 Foster an involved and engaged Community 
 

Executive Summary 

The purpose of this report is to provide a project plan for the preparation and audit of the 2020/21 Annual Report. 

Recommendation 

It is recommended that: 
 

The proposed timetable for the 2020/21 Annual Report be received. 
 

Discussion 

The following timetable is proposed for meeting our requirements to prepare and adopt the 2020/21 Annual Report by 31 
October 2021. 
 
Audit Visits 
The proposal from Deloitte for timing of audit visits is as follows: 

 Interim visit week beginning 21 June 2021 

 Final visit week beginning 13 September 2021 
                  week beginning 27 September 2021 

 
Due to training requirements, where Deloitte would normally be on site for two weeks in a row at the final visit, there is a week 
gap in between this year. It is believed this will actually benefit the audit process rather than hinder it, as the week can be used 
to answer queries from the previous week and gather any further information that may have been requested. With two weeks 
back to back it can be easy for queries to get forgotten as other queries come in, so this week in the middle should help ensure 
everything is answered in a timely fashion. 
 
Asset Valuations 
Currently all our asset classes that require revaluation are done on a 3-yearly cycle, with the last valuations done for the year 
ended 30 June 2020. It has been decided that to make the workload more manageable for both staff and Deloitte around 
valuations, that we will move the timing of revaluations to spread them over the next 3 years.  
 
As Land and Buildings are the asset class that is most likely to have had a larger movement since 30 June 2020, it was decided 
that Land and Buildings would be first, and so they will be revalued as at 30 June 2021. Roading will be done as at 30 June 2022, 
and 3 Waters assets will be as at 30 June 2023. All the classes will be revalued on a 3-yearly cycle from these dates. 
 
For the land and buildings revaluation, we will be engaging Quotable Value to undertake these during May/June 2021, with a 
view to them being completed by 30 June 2021 for inclusion in the Annual Report. 
 
For those classes not being revalued this year, a fair value assessment will be done in May 2021 to determine if there is a 
significant movement in the fair value, and if there is, then a revaluation will be organized as required. 
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Internal requirements 
Aside from the standard financial functions that feed into the Annual Report, the other significant piece of work that can take 
some time is the non-financial performance measures, which require input from budget managers. To ensure there isn’t a delay 
in getting this information back, the measures information will be provided to budget managers in mid June 2021, with a 
deadline for return of 20th August 2021. This will provide sufficient time for Finance to input the results into the Annual Report. 
 
Summary of Key Deadlines 
 

Item Deadline Responsibility 

Roading Fair Value Assessment 31 May 2021 Finance Manager 

3 Waters Fair Value Assessment 31 May 2021 Finance Manager 

Land and Buildings Valuation 30 June 2021 Quotable Value 

Non-Financial Performance Measures 20 August 2021 Strategic Planner 

Compile Annual Report 6 September 2021 Finance Manager 

 
 
Risks 
 

1) The most significant risk is around key personnel, particularly the Finance Manager who prepares the Annual Report and 
has overall responsibility. While there is backup and support for some components there are shortfalls in a number of 
areas. We have recognized that we are under-resourced and are working towards documenting policies and procedures 
to improve resilience. 

2) There is also a lesser risk around systems. While we have reduced our reliance on spreadsheets, there is still a risk that 
there is a failure in our financial systems or we are unable to get the information required. 

 
By adhering to the project plan, some of the risks from the previous year around not meeting key deadlines will be 
mitigated. Where we are relying on other staff or consultants for key information like asset valuations there will be a clear 
understanding on when these need to be delivered.  

 
 
Graham Bunn 
GROUP MANAGER CORPORATE 
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ITEM 13 2021-31 LONG TERM PLAN TIMETABLE AND PROGRESS REPORT  

TO: RISK AND ASSURANCE COMMITTEE 
 OTOROHANGA DISTRICT COUNCIL 

FROM: GROUP MANAGER CORPORATE 

DATE: 23 MARCH 2021 

 

Relevant Community Outcomes 

 Foster an involved and engaged Community 
 

Executive Summary 

The purpose of this report is to provide an updated project plan for the preparation and audit of the 2021-31 Long Term Plan 
and Consultation Document. 

Recommendation 

It is recommended that: 
 

The updated 2021-31 Long-Term Plan timetable be received. 
 

Discussion 

The 2021-31 Long Term Plan (LTP) process is supported and guided by a conventional project management approach, including a 
dedicated project lead and project management team. This approach included the development (and periodic review) of 
separate project, risk and quality assurance plans. Extensive use has also been made of sector best practice guidance developed 
by Taituarā — Local Government Professionals Aotearoa (previously known as SOLGM).  Copies of the LTP timetable to adoption 
and risk plan are attached.  

The LTP is essentially a forecast of the things (activities, services, levels or service, projects and associated budgets) the Council 
intends to do over the next 10 years. It is being developed in a dynamic context, where external factors can significantly 
influence future costs, revenue and the nature and scope of services, levels of service and projects. Because of this a set of 
assumptions has been prepared that establish the basis on which the LTP is being developed.  

It is accepted that assumptions are a ‘best assessment’ as to how certain things may play out. In reality, those things will be 
different – particularly given the principle that uncertainty increases with time. That said, the assumptions underpinning the LTP 
include an assessment of the level of uncertainty and the potential consequences should the actual outcome be markedly 
different from the assumed position. A schedule of the forecasting assumptions is attached.         

 
 
Graham Bunn 
GROUP MANAGER CORPORATE 
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